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IMPACT OF TECHNOLOGY ON AIR WARFARE
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The impact of technology cannot be overstated in any discipline, especially in air
warfare, an entity that was created by technology. Air has long been used to gain an
advantage over an opponent, whether it was observation via simple balloons or addressing
a target thousands of miles away with the precision of point-blank range. However, the
nature and tenets of warfare technology will always have the greatest impact on air
warfare, the most important of which is speed, which necessitates the shrinking of the
Observe, Orient, Decide, and Act loop (OODA).

Unlike earlier technologies like nuclear weapons, stealth, or precision capability,
which proliferated slowly, the emerging technologies will spread quickly and create new
paradigms. The relationship between quality and quantity, for example, is constantly
changing as a result of technological advancements. While precision weapons reduced
the number of aircraft over the target, low-cost swarms have brought mass back to
the battlefield. In 2018, the tech company Intel flew 2,018 drones at once in Folsom,
California.! They were participating in a light show there, hence were equipped with
lights but could very well be armed with ammunition instead.

Interplay between Strategy and Technology

Is it technology that drives strategy, or strategy that drives technology? According
to some analysts, technology is merely an enabler, and what matters is how strategists
use it. Without a doubt, technology cannot function on its own; it must be implemented
with a purpose, but this should not reduce it to a lesser being or a secondary status.
The status of technology is on par with the status of strategy. If the pursuit of a faster
weapon solution resulted in the development of hypersonic technology, the advent of
GPS evolved the strategy of GPS-aided targeting. If the need for persistent surveillance
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led to the development of long endurance unmanned
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complement one another. In a two-wheel drive, the
question of whether the rear wheels drive the front wheels or the front wheels drive the
rear wheels is relevant; in a four-wheel drive, the question becomes irrelevant.

Purpose of Technology in War

The fundamentals of war have not changed. The aim still remains to win a war quickly.
The purpose of technology is to assist in the achievement of that aim. Whether it involves
the physical destruction of a target or the electronic degradation of the power grid, or
conversely, the prevention of it, technology has a role to play. Technology is needed to
reduce the adversary’s decision-making time and aid you in making quick decisions.
Some of the fast-emerging technologies that need serious attention are — hypersonic,
artificial intelligence/ machine learning (AI/ML), quantum, and cyber.

Hypersonic Technology

Hypersonic is defined as a speed that exceeds Mach 5, which is five times the speed
of sound. This speed regime is not new to mankind, satellites move at Mach 20+, and
ICBMs reenter at similar speeds; it is the hypersonic cruise missile, like Kinzhal, a Mach
10 missile launched by Russia from MiG 31 against Ukraine,?2 that is going to be a game
changer. Supersonic cruise missiles, like Mach 3 Brahmos, are relatively easy to achieve,
but Mach 10 is a challenge. The manoeuvrability of difficult-to-detect-air-breathing
hypersonic cruise missiles in the atmosphere has completely changed the dynamics of
the threat, apart from the shock and awe they can generate. There will be hypersonic
UAVs tomorrow.3 Not only quick but credible decisions will be a necessity. Who can
assist with that?

Artificial Intelligence/Machine Learning

Artificial intelligence and machine learning are emerging as powerful tools for making
more timely and credible decisions. AI/ML algorithms can provide real-time information
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conducting operations that would otherwise be

humanly impossible.

Since Al applications are algorithm-intensive, do they pose a challenge? Contrarily,
algorithms are not the most complex aspect of Al architecture. Algorithms are based
on a set of mathematics, the majority of which is perhaps centuries old, explains Dr.
Ian Levy, Technical Director of the UK’s National Cyber Security Centre.4 The most
complicated aspect is the data that drives it. Like experience is the training for human
beings, the training for Al is data - a large amount of data on our shared values from
various disciplines.

All of the applications of AI mentioned above will require a large amount of
data on aircraft, weapons, missiles, radars, terrain, weather, and so on. As a result,
the practitioners will have to take part in wargames and numerous simulations before
trusting it on the battlefield. But, of course, Al tools will still go by the rules, and there
are no rules on the battlefield. And the challenge is that all the AI applications and their
simulations will require not only data but also real-time updates and superfast processing
of this huge data. And how will that be accomplished? This is where quantum technology
will come into play.

Quantum Technology

Quantum computing has the potential to improve air warfare by allowing for faster and
more accurate data processing and analysis, which in turn is required for faster decision-
making. Quantum sensing and quantum illumination techniques can detect stealth
aircraft.5> Gyroscopes based on quantum sensors could provide more accurate positioning,
navigation, and timing (PNT) information in a GPS-denied environment.6 Quantum
communication, based on quantum mechanics principles, makes communications
impossible to intercept or eavesdrop on.” It is important to note, however, that quantum
technologies are still in their early stages of development, with many technical and
practical challenges to overcome before they can be deployed in operational contexts.

Cyber

Cyberwarfare has emerged as a major concern for many modern militaries. All the
information for warfighting and the consequent strategy is in the form of data. Hackers
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have the ability to infiltrate computer systems, disrupt
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pool. While cyberattacks require a high degree of understanding of the systems being
targeted, they do not necessarily require significant resources to conduct. The barrier
to entry is relatively low, and cyberattacks can be contracted out to private groups or
individuals.

Cyber operations, in terms of espionage and countermeasures, are just one part. The
cyber domain has thrown up different kinds of challenges. For example, a cyberhacker has
the potential to render a commander ineffective in warfighting by stealing their digital
identity. As technology becomes more embedded, one’s digital identity will supersede
their physical identity to become your primary identity. No one will be able to function
without it. One can be barred from participating in any operations or decision-making
chain. No one is going to take orders on the phone; they will all be digital, and without
digital access, one will be rendered non-functional, amounting to digital murder.

Warfighting heavily relies on computer networks, communication, and data transfer.
Any intrusion or disruption attack, or even mere scepticism of it, can throw operations
out of gear. One would require internet resilience. The network’s supply chain, therefore,
must be given special consideration. The United States Army has requested a software bill
of materials (SBOM) for its network, which is a list of the components that comprise an
application or a system, allowing evaluation of a piece of software’s or an entire system’s
origins, vulnerabilities, and risks.8

India’s Status and Way Forward

India successfully tested the scramjet-powered Hypersonic Technology Demonstrator
Vehicle (HSTDV),® which can travel at Mach 6. Furthermore, at the NSA level meeting on
the sidelines of SCO, India and Russia discussed the possibility of the joint development
of a hypersonic version of Brahmos, to be called Brahmos II.

India raised the Defence Cyber Agency, which must look into cyber security aspects
while all services are vulnerable to cyberattacks. Recently, a homegrown operating
system, BharOS, has been developed by a private company, JandK Ops, incubated by the
IIT Madras Pravartak Technologies Foundation.10
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possible solution. India must also overcome the biggest

challenge to technology.
Biggest Challenge to Technology

If new technology is a challenge, incorporating new technology is an even bigger
challenge. The most difficult challenge to incorporating new technology is not its
complexity; rather, the most formidable adversary of technology is its adaptation.

Fearing the lack of data that would drive AI, an expert committee under the UN, in
a meeting on September 20, argued for strict control and a partial ban on autonomous
weapons. It said that autonomous weapons posed a serious risk to global security.
Moreover, it was argued that even the best Al isn’t well suited to distinguishing farmers
from soldiers and may be trained only on laboratory data, which is a poor substitute for
real battlefields. The Secretary-General tweeted, “Autonomous machines with the power
and discretion to select targets and take lives without human involvement are politically
unacceptable, morally repugnant and should be prohibited by International Law.”12 A
little over two years later, the United States is developing a self-flying F-16 under Project
Venom,13 in order to refine an Al engine capable of flying a wide range of current and
future aircraft.

Invariably, people are nostalgic about legacy and stay in that comfort zone.
However, technologies like AI/ML and quantum take time to mature, and ten odd
years in technology development is not long. If you start thinking about it when it’s on
the horizon, it’s already too late. Developing new technologies is expensive, and the
government will certainly need private sector collaboration, even in R&D. The private
players in the defence sector must believe that the leadership is seriously interested
in new technologies and that investing in them is worthwhile. Even when quantum
technology seems like a distant reality, the cabinet’s nod for the National Quantum
Mission sends just the right signal.

C_________________________________________________________________________________________________________]
28 April 2023 | PAGE -5



> centre for air Power studies | 15 UE BRIEF

Notes:

1 “Dancing marshmallow people and enormous rotating globes - Intel’s drone shows wow crowds,” USA Today,
July 19, 2018. https://www.usatoday.com/story/tech/talkingtech/2018/07/19/intels-drone-shows-wow-audiences-
giant-dancing-marshmallow-men/797614002/. Accessed on April 19, 2023.

2 “Russia fires hypersonic Kinzhal missiles in Ukraine,” Reuters, March 9, 2023, https://www.reuters.com/world/

europe/russia-fires-hypersonic-kinzhal-missiles-ukraine-2023-03-09/. Accessed on April 19, 2023.

3 “Air Force Research Lab Advances “First-of-its-Kind” Armed Hypersonic Attack Drone,” Warrior Maven, March
9, 2023. https://warriormaven.com/air/hypersonic-attack-drone-mayhem-air-force-research-lab. Accessed on April

19, 2023.

4 “Advanced Technologies and Geostrategic Instability: A Conversation with Dr Ian Levy OBE,” RUSI Podcast,
May 3, =2022. https://www.rusi.org/events/open-to-all/advanced-technologies-and-geostrategic-instability-

conversation-dr-ian-levy-obe. Accessed on April 19, 2023.

5 “Quantum radar will expose stealth aircraft,” Institute for Quantum Computing, University of Waterloo, April
12, 2018. https://uwaterloo.ca/institute-for-quantum-computing/news/quantum-radar-will-expose-stealth-
aircraft#:~:text=Stealth%20aircraft%2orely%20on%20special,unaware%20othey%20have%20been%20detected.
Accessed on April 19, 2023.

6 “Kevin Coggins, Jake Farinholt, and Oney Soykal, “Quantum Sensing: A New Approach to Maintaining PNT in GPS
Denied Environments,” US Naval Institute. https://www.usni.org/magazines/proceedings/sponsored/quantum-

sensing-new-approach-maintaining-pnt-gps-denied. Accessed on April 19, 2023.

7 Philippe Goldner, Alban Ferrier, and Olivier Guillot-Noel, “Rare Earth-Doped Crystals for Quantum Information
Processing,” in Handbook on the Physics and Chemistry of Rare Earths (Volume 46, 2015), 1-78. https://www.
sciencedirect.com/topics/earth-and-planetary-sciences/quantum-communication. Accessed on April 19, 2023.

8 “The Army Wants SBOMs—and So Should the Other Services,” Defence One, April 11, 2023. https://www.
defenseone.com/ideas/2023/04/army-wants-sbomsand-so-should-other-services/385044/. Accessed on April
19, 2023.

9 “India test-flies Hypersonic Technology Demonstrator Vehicle,” Janes, February 2, 2023. https://www.janes.
com/defence-news/news-detail/india-test-flies-hypersonic-technology-demonstrator-vehicle. Accessed on April

19, 2023.

10 “Explained: What is BharOS; how is it different from Android,” Times of India, January 25, 2023. https://
timesofindia.indiatimes.com/gadgets-news/explained-what-is-bharos-how-is-it-different-from-android-and-more/

articleshow/97286124.cms. Accessed on April, 19, 2023.

11 “Cabinet nod for National Quantum Mission,” The Print, April 19, 2023. https://theprint.in/india/cabinet-

nod-for-national-quantum-mission/1528332/#. Accessed on April 19, 2023.

12 “A Partial Ban on Autonomous Weapons Would Make Everyone Safer,” Foreign Policy, October, 14, 2020.
https://foreignpolicy.com/2020/10/14/ai-drones-swarms-killer-robots-partial-ban-on-autonomous-weapons-
would-make-everyone-safer/. Accessed on April, 19, 2023.

13 “US Air Force plans self-flying F-16s to test drone wingmen tech,” Defense News, March, 28, 2023. https://www.
defensenews.com/air/2023/03/28/us-air-force-plans-self-flying-f-16s-to-test-drone-wingmen-tech/. Accessed on
April, 19, 2023.
-
28 April 2023 | PAGE - 6



> centre for air Power studies | 15 UE BRIEF

The Centre for Air Power Studies (CAPS) is an independent, non-profit think tank that undertakes

and promotes policy related research, study and discussion on defence and military issues, trends,

and development in air power and space for civil and military purposes, as also related issues of
Centre for Air Power Studies national security. The Centre is headed by Air Marshal Anil Chopra PVSM AVSM VM VSM (Retd).

Centre for Air Power Studies
P-284, Arjan Path, Subroto Park, New Delhi 110010
Tel: +91 11 25699130/32, Fax: +91 11 25682533

Editor: Dr Shalini Chawla e-mail: shaluchawla@yahoo.com

Formatting and Assistance: Ms Mahima Duggal, Ms Radhey Tambi and Mr Rohit Singh

The views expressed in this brief are those of the author and not necessarily of the Centre or any other organisation.

28 April 2023 | PAGE -7



